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Background. Numerous strategies have been
developed over the years for the codification of nominal
medical data (1, 2). However, patient follow-up in the
medical genetic's study field, raises a problem in the
linking and use of nominal familial informations.
Nevertheless, the confidentiality of individual as well as
of familial data must be respected. We have created a
system with which familial studies can be performed
without manipulating nominative data.

System description. The object of this system consists
in preventing disclosure and preserving integrity of
familial data The proposed system systematically
codifies familial links and generates 3 different databases
simultaneously, in order to ensure the confidentiality of
research data (figure 1). In the first database (DB 1), all
nominative informations are matched with a family
code. The second database (DB2) includes the family
code and an individual random number identifying each
individual in the research project. The third one (DB3)
links the random number to research data.

The 3 generated databases are stored in independant
mediums, increasing the level of security (referential
integrity) and confidentiality (prevention of disclosure).
Authorized users can create virtual links between any
combination of 2 or 3 generated databases in order to
add new data, check the identity of individuals or
validate the familial links. However, the commuand
required to link the 3 databases simultaneously is under
the control of 3 keys: the first key to be defmedby the
treating physician (access to DB 1), the second one by
the principal investigator (access to DB2) and the third
one by the research coordinator (access to DB3). A new
patient name and the identification of a known subject
already in the database are the only required entries
needed by the system to operate. Depending on the
nature of the research (clinical vs epidemiological),
nominal informations in the DB1 can be anonymized
(irreversible encryption).

The system has been developed using Microsoft Visual
Basic 4.0 and structured query language (SQL)
statements. The system uses simple WYSIWYG
graphical interface. The family codes are compatible
with popular softwares generating family trees such as
Cyrillic 2.0.
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Figure 1 -How the system works

Evaluation. In 1995 and 1996, this codification
strategy was tested in 9 research projects involving
1968 subjects from 560 families. On average, each
project involved 260 subjects. The largest family
included 127 individuals. From 1995 to 1996, the
number of families for which the codification has been
used increased by 30%.

Conclusion. This system is designed to preserve
individual confidentiality as well as familial data
integrity and security. The physical separation of
nominal and research data provides an effective
protection against hacking and cracking. In this regard,
the use of this computer-based system for the realization
familial studies without nominative data manipulation
might be helpful for researchers in medical genetics.
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